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Setting up a cross-account federation
between Amazon Connect and Azure
AD using AWS SSO.
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Amazon Connect AWS Single Sign-On Azure AD cross-account federation

Identity Provider Single-Sign-On (§S0)

In these times, delivering support using multiple communication channels is crucial for

a business.

There are already big players in the contact center business, but Amazon Connect is
an interesting option to evaluate. It's fully managed, easily scalable, and with an

aggressive pricing placement on the market.

Embedded Artificial Intelligence and Machine Learning enable the business to perform

sentiment analysis and gain valuable insights.

Every customer has different needs, sometimes leading to unexplored paths in system

integration.

In this article, we'll describe a cross-account federation between Amazon Connect, and
Azure AD using AWS SSO.

Scenario Overview

A customer wanted to configure an Amazon Connect instance federating their existing
users on Office365 (using the underlying Azure Active Directory service) to keep
centralized user management. Another requisite was to have a separate AWS account

for the service, to let only some administrators manage services on the account.
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Amazon Connect can connect to Active Directory and use it for identity management,
but you’ll need to use AWS Directory Service. Sometimes it’s better to leverage

existing ldentity providers.

AWS SSO was our service of choice because of the flexibility it offers in configuring
SAML applications and account access. As a bonus, we also were able to grant

different access levels to multiple AWS accounts using single-sign-on.

As you’ll see in this article Amazon Connect doesn’t have a native integration with
AWS SSO, so we need to configure an application and use it as an identity provider in

the destination account.

In this article, we will:

e Configure AWS SSO on the Organization master account to trust Azure Active
Directory (used by Office365) to authenticate users

e Configure an Amazon Connect instance with SAML authentication into a different

account belonging to the AWS organization (internal-services)
e Create and configure an AWS SSO SAML application for Amazon Connect

e Configure an Identity Provider on the internal-services account to trust the SAML

application for cross-account authentication

* Add the required roles in the internal-service account to authenticate federated

users

e Test the configuration

AWS SSO Setup

Log into the Azure Active Directory admin center

Select “Enterprise Applications”


https://aad.portal.azure.com/
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Select “Create your own application” and give it a unigue name

Dashboard > Enterprise applications >

Browse Azure AD Gallery

- Create your own application (i) Request new gallery app 27 Got feedback?
0 You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (S5¢

Create your own application X

,0? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| proudeec\oudfarticle—sso| e

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

After a little while the application will be ready, we need to set-up Single sign-on, click
on the menu and then select “SAML”



5) proudzbecloud-article-sso | Single sign-on

Select a single sign-on method

e SAML Signing Certificate

£ Edit
Status Active
Thumbprint 50A68CB78BDCO3EB77CD46E34D05920B4F2A8743
Expiration 11/11/2024, 4:55:22 PM
Notification Email damiano.giorgi@besharp.it
App Federation Metadata Url https://login.microsoftonline.com/20f03cc3-841f- ... )
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

Click on the Download link for “Federation Metadata XML” and store the file in a

secure place, don’t share this file with anyone !

Assign users to the SSO application to enable them

Dashboard > proud2becloud-article-sso

@ proud2becloud-article-sso | Users and groups

e Enterprise Application

« -+ Add user/group & edit [i] Remove 2 Upde
f overview
0 The application will appear for assigned users within My
Deployment Plan
Manage ‘ O First 200 shown, to search all users & groups, enter a di

11! Properties Display Name

a8 Owners \:‘ . Damiano Giorgi

ai Roles and administrators (Preview)

&8 Users and groups

Log in into the AWS Organizations management account for and select “AWS Single
Sign On”

Dashboard * Welcome to AWS Single Sign-On
AWS accounts

AWS Single Sign-On (SSO) enables youto manage SSO acosss 1 your AWS accourts, resources, and doud applications centraly, fo users fom your
Applications preferred identity source. Learn more
Users

Recommended setup steps
Groups

P Choose your identity source

Settings

The identity source is where you administer users and groups, and is the service that authenticates your users.

BY) Manage SSO access to your AWS accounts
(G your Ubers sl groupDs Booss:

jps access to specific AWS accounts and roles within your AWS organization,

BY] Manage SSO access to your cloud applications
Give your users and groups access o your cloud applications and any SAML 2.0-based custom applications

User portal

The user portal offers a single place to access all their assigned AWS accounts, roles, and applications.

User portal URL:
hitps:/l .awsapps.comistart

If you previously configured AWS SSO you can change your identity source or
configure a new one on the “Settings” page.



Identity source

Your identity source is where you administer your users and groups, and where AWS SSO authenticates your users. You can choose between AWS SSO, SAML
2.0-compatible identity provider (IdP), or Active Directory (AD). Learn more

Identity source  AWS SSO| Change
Authentication  AWS SSO
Provisioning @  AWS SSO
Identity storeID @ d-63670984fa (7

Attributes for access control @ Disabled | Enable

Change identity source o

. » Choose identity source Review
Choose where your identities are sourced

Your identity source is the place where you administer and authenticate identities. You use AWS SSO to manage permissions for identities from your identity
source to access AWS accounts, roles, and applications. Learn more

AWs ssO

You will administer all users, groups, credentials, and multi-factor authentication assignments in AWS

gn in through the AWS SSO user portz

Active Directory

ill administer all L entiz AWS Mana

your existing Active Directory using

tor. Users sign in thr

External identity provider
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through your IdP sign-in

Configure external identity provider

AWS SSO works as a SAML 2.0 compliant service provider to your external identity provider (IdP). To configure your IdP as your AWS SSO identity souree,
you must establish a SAML trust refationship by exchanging meta data between your IdP and AWS SSO. While AWS SSO will use your IdP to authenticate
users, the users must first be provisioned into AWS SSO before you can assign permissions to AWS accounts and resources. You can either provision users
manually from the Users page, or by using the automatic provisioning option in the Settings page after you complete this wizard. Leam more

Service provider metadata

Your identity provider (IdP) requires the following AWS SSO certificate and metadata details to trust AWS SSO as a service provider, You may copy and
paste, or type this information into your IdP’s service provider configuration interface, or you may downioad the AWS SSO metadata file and upload it into
your IdP.

AWS $SO SAML metadata Download metadata file
Show individual metadata values

Identity provider metadata

AWS requires specific metadata provided by your identity provider (IdP) to establish trust. You may copy and paste from your IdP, type the metadata in
manually, or upload a metadata exchange file that you download from your IdP.

IdP SAML metadata® proud2becioud-article-sso.xml Browse...

If you don't have a metadata file, you can manually type your metadata values:

Select “External identity provider”, download the metadata file and, as previously,
store it in a secure place. Upload the metadata file you downloaded from the Azure
SAML application page

Go back to the Azure Active Directory Administration Console and click on “upload
metadata file”

Dashboard > proud2becloud-article-sso >

proud2becloud-article-sso | SAML-based Sign-on

Enterprise Application

‘_P Upload metadata file z) Change single sign-on mode  #

Select the file downloaded from the AWS Console and proceed.

We just exchanged the required configuration information to federate Azure Active
Directory users with AWS SSO.

Back on the Azure Console you can try the application, you should now be able to

login with your current Azure Active Directory credentials.

. . g Test single sign-on with proud2becloud-article-sso x
proud2becloud-article-sso | SAML-based Sign-on




If you assign AWS accounts and different applications to your users you should be

able to see them
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You can also enable auto-provisioning for users and enable selected groups to access

your AWS accounts.

Amazon Connect Setup

We’ll use a different AWS account (internal-services) to configure Amazon Connect.
With SSO and Organizations we can enable fine-grained access to different teams and

isolate duties.

On the internal-service account search for “Amazon Connect” and click on “Create

new instance”.

Select “SAML 2.0-based authentication” for identity management and assign a name

to your instance.

Once you set an authentication mechanism in Amazon Connect you can’t change it.

Set identity

Identity management

Store users in Amazon Connect
Create and manage users in Amazon Connect. You cannot share users with other applications.

Link to an existing directory
Amazon Connect uses an existing directory. You create users in the directory, and then add and configure them in Amazon
Connect. You can only associate a directory with only ane Amazon Connect instance. Learn more [}

© SAML 2.0-based authentication
AWS supports identity federation with Security Assertion Markup Language (SAML 2.0). This feature enables single sign-on (SS0)
50 users can log into the AWS Management Console or call the AWS APIs without you having to create an IAM user for everyone
in your organization. Learn more

Access URL
Create a custom URL. Use this URL to log into this instance of Amazon Connect
https:/d praudzbecloud—canne:t—artizld }my.zonne:t.aws

Continue with the configuration wizard steps with your preferences.



In a matter of minutes, your amazon connect instance should be ready.

+ Setting up your proud2becloud-connect-article instance
Please do not close your brawser or refresh this page while the instance is being created.

Creating a new Amazon Connect instance....

Amazon Connect IAM@d-9967100bb4 [+ @ English -

-
u
Dashboard Hide the guide
L
Configuration guide
2
B Now that you have Amazon Connect setup, t's easy to manage your contact center reliably at any scale. Following these steps will guide you through the basics
of configuring Amazon Connect for your business.
¥
& QQ 1. Explore your channels of communication
Claim a phone number in order to receive and make calls. Leam mon m
Engage more visitors in interactions with chat. Leanmore  Testchat

Customize chat widget

Please note: since Connect doesn’t support user auto-provisioning you’ll need to

create a user with the same username you defined in Azure Active Directory

SSO Integration Setup

On the management account go back on the AWS SSO Console click on “Applications”

and “Add a new Application”, search for “Amazon Connect”

Configure Proud2beCloud Amazon Connect

AWS SSO works as an identity provider (IdP) for any SAML 2.0-compliant cloud applications. To configure this application for SSO access,
you must establish a trust relationship between AWS SSO and your cloud application (service provider) through a SAML metadata exchange.
You can view Instructions on this page and find metadata details for your provider.

View instructions (1

Details

Display neme”  Proud2beCioud Amazon Connect e 9
Description  proyyroheCicud Amazon Connect Appiication

(C]

The description you type here does not appear in the user portal. Howewer, it will be visible in the AWS
SSO console and when using the AWS SSO APls

4

AWS SS0 metadata

Your cloud appiication may require the following certificate and metadata details to recognize AWS SSO as the identity provider.

AWS SSO SAML metadata file t-1 Gopy URL  Download

AWS SSO sign-in URL. 1 Copy URL

AWS SSO sign-out URL  hitps-/jportal ss0.eu-wesl-1.amazonaws.com/san | Copy URL
AWS SSO Issuer URL  hitps2/portal 550.eu-wesl-1.amazonaws.comisan  Copy URL
AWS $SO certificate  Download certificate

Application properties

Your cioud appiication may optionally take acditional Setings 1o Configure: your USer experience. Leam mare
Application start URL. L]
Relay state

Session duration” 1 hour -

Application metadata

WS SSO requires specific metadata about your cloud application before it can trust this application. You can type this metadata manually or upload a metadata
exchange file

Application ACS URL"  htips./isignin.aws amazon convsami o
Application SAML audience”  ym:amazon-webservices

If you have a metadata file, you can upioad it now instead,

S

Give your application a name and, once again, download the metadata file.
On the internal-services account, go to IAM and go in the “ldentity Providers” section,

click on “Add provider” and upload the metadata file



1AM Identity providers Create |dentity Provide!
Add an Identity provider

Configure provider

Provider type
O sAML OpenlD Connect
Est, Establish trust between
anc L y Pro T h
Pr r Salesfor
o

Provider name
Enter a meaningful name to identify this provider

Proud2beCloudAmazonConnect [2=]

Maximum 128 characters. Use alphanumeric or character:

Metadata document
1is document is issued

2 Choose file
File needs to be

@ Amazon Connect_ins-2393b1763b136ed4.xm|

Add tags (Optional)

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add tag
Cancel Add provider

Setup roles

Once the identity provider has been created we’ll need to setup the necessary roles
and policies to let SSO users access the service

On the internal-services account go to IAM -> Roles and create a new Role. Select
“SAML 2.0 federation” for the type of trusted identity and choose the identity provider
you have just created.

Create role 0 2 s 4
Select type of trusted entity

ﬁ AWS service @ Another AWS account @ Webidendy o SAML 2.0 federation
EC2, Lambda and other & Beionging £ 3rd party Cognko or any OpeniD Your corporate directory

Allows users that are federated with SAML 2.0 to assume this role to perform actions in your account. Learn more

Choose a SAML 2.0 provider

If you're creating a role for API access, choose an Attribute and then type a Value to include in the role. This restricts access to users with the specified
attributes.

SAML provider  Proud2beCloudAmazonGonnect -

Create new provider &' Refresh

Allow programmatic access only
®  Allow programmatic and AWS Management Console access

Attribute  SAML:aud -
Value*  https://signin.aws.amazon.com/saml

Condition @ Add condition (optional)

Create a new policy to let the role get a “Federation Token” from the Amazon Connect

instance, use this json template:

"Version": "2012-10-17",

"Statement": |

{



"Sid": "Statementl",

"Effect": "Allow",

"Action": "connect:GetFederationToken",

"Resource": [
"arn:aws:connect:region:Account-id:instance/amazoncon

nectintanceid/user/${aws:userid}"

]

You can find the instance id by clicking on the connect instance and copying the last
part of the “Instance ARN?” field, use the internal-services accountid and the connect

region for the remaining fields:

Distribution settings

dige Leam more [3

vvvvvvvvv
proud2becloud-connect-article

Once the appropriate role and policy have been created we can go back to the AWS
SSO Console on the management account to modify the Connect application to finish

the configuration.

Edit the configuration, leave the “Application start URL” field blank, for “Relay state”
use:

https://region.console.aws.amazon.com/connect/federate/amazonconnectid


https://region.console.aws.amazon.com/connect/federate/amazonconnectid

Configure Proud2beCloud Amazon Connect
Details
Display name*  proudzbeCloud Amazon Connect o
Description  proygzbeCioud Amazon Connect Application

A

The description you type here does not appear in the user portal. However, it will be visibie in the AWS
SSO console and when using the AWS SSO APIs.

AWS SSO metadata

Your cloud application may require the following certificate and metadata details to recognize AWS SSO as the identity provider.

AWS SSO SAML metadata file  hitps://portal.sso.eu-wesl-1.amazonaws.comisan  Copy URL ~ Download

AWS

ign-in URL .amazonaws.comisan  Copy URL
AWS $SO sign-out URL  hitps:/portal.sso.eu-west-1.amazonaws.comisan  Copy URL
AWS SSO Issuer URL  hitps2//portal 5s0.eu-west-1.amazonaws.comisan | Copy URL

AWS SSO certificate  Download certificate

Application properties

‘Your cloud application may optionally take additional settings to configure your user experience. Leam more
Application start URL o
Relay state  ntps://eu-central-1.console. aws.amazon. com/eor

Session duration® 12 hours -

Application metadata

AWS SSO requires specific metadata about your cloud application before it can trust this application. You can type this metadata manually or upload a metadata
exchange file.

tion ACS URL* aws. amazon.com/sami o

Application SAML audience”  m-amazon-webservices

If you have a metadata file, you can upload it now instead.

* Required fields Cancel

Go to “Attribute Mappings”’ and add a new mapping:

Set https://aws.amazon.com/SAML/Attributes/Role as “User attribute in the
application” field and
arn:aws:iam::internal-services-account-id:saml-provider/saml-provider-
name,arn:aws:iam:internal-services-account-id:role/amazon-connect-federation-role
for the “Maps to this string value or user attribute in AWS SSO” field.

Proud2beCloud Amazon Connect
x
© Configuration for Proud2beCloud Amazon Connect has been saved
You can now review attribute mappings for this application.

Configuration Aftribute mappings ~ Assigned users

SAML assertions successfully updated

Attributes you map here become part of the SAML assertion that is sent to the application. You can choose which user atiributes in your application map to
coresponding user atiributes in your connected directory. Leam more

User attribute in the application  Maps to this string value or user attribute in AWS SSO Format
Subject ${user-emai) persistent -
hitps://aws. amazon.com/SAMUA S{user.email) unspecified v o
hitps://aws. amazon.com/SAMLIA am:aws:iam -p nn - o

© Add new attribute mapping

Save changes and on the “Assigned users”tab assign users to the Proud2beCloud

Amazon Connect application

Testing


https://aws.amazon.com/SAML/Attributes/Role

Go to your SSO start url (usually https://youdefinedname.awsapps.com/start/ )and
login with your Azure AD/Office365 credentials, you'll find the Amazon Connect
Application.

Single Sign-On

‘ ‘ Amazon Connect
AWS Account (2) Proud2beCloud Amazon Co...

Terms of Use

Clicking on it will take you to the Amazon Connect dashboard with your credentials.

Amazon Connect

Dashboard

Configuration guide

That’s it! Your Amazon Connect instance now uses Azure AD to validate user

credentials

A cross-account scenario isn’t always easy to troubleshoot but with this tutorial, you

should be able to get it running in a couple of minutes

Now you can configure Amazon Connect, if you are not able to access your instance

using SSO check the IDP provider, configured role, policies, and mappings.

Have you faced any particular use case? Feel free to leave your thoughts in the

comments!

And see you again in 14 days on Proud2beCloud!

Damiano Giorgi

Ex on-prem systems engineer, lazy and prone to automating boring tasks. In constant
search of technological innovations and new exciting things to experience. And that's why |
love Cloud Computing! At this moment, the only "hardware” | regularly dedicate myself to is
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that my bass; if you can't find me in the office or in the band room try at the pub or at some
airport, then!
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